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(2) An ONC–ACB may grant certified 
status to a newer version of a pre-
viously certified Complete EHR if it 
determines that the capabilities for 
which certification criteria have been 
adopted have not been adversely af-
fected. 

(e) An ONC–ACB that has been au-
thorized to certify Complete EHRs is 
also authorized to certify all EHR Mod-
ules under the permanent certification 
program. 

§ 170.550 EHR Module certification. 
(a) When certifying EHR Module(s), 

an ONC–ACB must certify in accord-
ance with the applicable certification 
criteria adopted by the Secretary at 
subpart C of this part. 

(b) An ONC–ACB must provide the 
option for an EHR Module(s) to be cer-
tified solely to the applicable certifi-
cation criteria adopted by the Sec-
retary at subpart C of this part. 

(c) Gap certification. An ONC–ACB 
may provide the option for and perform 
gap certification of previously certified 
EHR Module(s). 

(d) An ONC–ACB may provide an up-
dated certification to a previously cer-
tified EHR Module(s). 

(e) Privacy and security certification. 
EHR Module(s) shall be certified to all 
privacy and security certification cri-
teria adopted by the Secretary, unless 
the EHR Module(s) is presented for cer-
tification in one of the following man-
ners: 

(1) The EHR Modules are presented 
for certification as a pre-coordinated, 
integrated bundle of EHR Modules, 
which would otherwise meet the defini-
tion of and constitute a Complete EHR, 
and one or more of the constituent 
EHR Modules is demonstrably respon-
sible for providing all of the privacy 
and security capabilities for the entire 
bundle of EHR Modules; or 

(2) An EHR Module is presented for 
certification, and the presenter can 
demonstrate and provide documenta-
tion to the ONC–ACB that a privacy 
and security certification criterion is 
inapplicable or that it would be tech-
nically infeasible for the EHR Module 
to be certified in accordance with such 
certification criterion. 

(f) Inherited certified status. An ONC– 
ACB must accept requests for a newer 

version of a previously certified EHR 
Module(s) to inherit the certified sta-
tus of the previously certified EHR 
Module(s) without requiring the newer 
version to be recertified. 

(1) Before granting certified status to 
a newer version of a previously cer-
tified EHR Module(s), an ONC–ACB 
must review an attestation submitted 
by the developer(s) of the EHR Mod-
ule(s) to determine whether any change 
in the newer version has adversely af-
fected the EHR Module(s)’ capabilities 
for which certification criteria have 
been adopted. 

(2) An ONC–ACB may grant certified 
status to a newer version of a pre-
viously certified EHR Module(s) if it 
determines that the capabilities for 
which certification criteria have been 
adopted have not been adversely af-
fected. 

EFFECTIVE DATE NOTE: At 77 FR 54291, 
Sept. 4, 2012, § 170.550 was amended by revis-
ing paragraph (e), redesignating paragraph 
(f) as paragraph (g), and adding a new para-
graph (f), effective Oct. 4, 2012. For the con-
venience of the user, the added and revised 
text is set forth as follows: 

§ 170.550 EHR Module certification. 

* * * * * 

(e) Privacy and security certification. For 
certification to the 2011 Edition EHR certifi-
cation criteria, EHR Module(s) shall be cer-
tified to all privacy and security certifi-
cation criteria adopted by the Secretary, un-
less the EHR Module(s) is presented for cer-
tification in one of the following manners: 

(1) The EHR Modules are presented for cer-
tification as a pre-coordinated, integrated 
bundle of EHR Modules, which would other-
wise meet the definition of and constitute a 
Complete EHR, and one or more of the con-
stituent EHR Modules is demonstrably re-
sponsible for providing all of the privacy and 
security capabilities for the entire bundle of 
EHR Modules; or 

(2) An EHR Module is presented for certifi-
cation, and the presenter can demonstrate 
and provide documentation to the ONC–ACB 
that a privacy and security certification cri-
terion is inapplicable or that it would be 
technically infeasible for the EHR Module to 
be certified in accordance with such certifi-
cation criterion. 

(f) When certifying an EHR Module to the 
2014 Edition EHR certification criteria, an 
ONC–ACB must certify the EHR Module in 
accordance with the certification criteria at: 

(1) Section 170.314(g)(1) if the EHR Module 
has capabilities presented for certification 
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that would support a meaningful use objec-
tive with a percentage-based measure; 

(2) Section 170.314(g)(3) if the EHR Module 
is presented for certification to one or more 
listed certification criteria in § 170.314(g)(3); 
and 

(3) Section 170.314(g)(4). 

* * * * * 

§ 170.553 Certification of health infor-
mation technology other than Com-
plete EHRs and EHR Modules. 

An ONC–ACB authorized to certify 
health information technology other 
than Complete EHRs and/or EHR Mod-
ules must certify such health informa-
tion technology in accordance with the 
applicable certification criterion or 
certification criteria adopted by the 
Secretary at subpart C of this part. 

§ 170.555 Certification to newer 
versions of certain standards. 

(a) ONC–ACBs may certify Complete 
EHRs and/or EHR Module(s) to a newer 
version of certain identified minimum 
standards specified at subpart B of this 
part if the Secretary has accepted a 
newer version of an adopted minimum 
standard. 

(b) Applicability of an accepted newer 
version of an adopted minimum standard. 

(1) ONC–ACBs are not required to cer-
tify Complete EHRs and/or EHR Mod-
ule(s) according to newer versions of an 
adopted minimum standard accepted 
by the Secretary until the incorpora-
tion by reference provision of the 
adopted version is updated in the FED-
ERAL REGISTER with a newer version. 

(2) Certified EHR Technology may be 
upgraded to comply with newer 
versions of an adopted minimum stand-
ard accepted by the Secretary without 
adversely affecting the certification 
status of the Certified EHR Tech-
nology. 

EFFECTIVE DATE NOTE: At 77 FR 54291, 
Sept. 4, 2012, § 170.555 was revised, effective 
Oct. 4, 2012. For the convenience of the user, 
the added and revised text is set forth as fol-
lows: 

§ 170.555 Certification to newer versions of 
certain standards. 

(a) ONC–ACBs may certify Complete EHRs 
and/or EHR Module(s) to a newer version of 
certain identified minimum standards speci-
fied at subpart B of this part, unless the Sec-

retary prohibits the use of a newer version 
for certification. 

(b) Applicability of a newer version of a min-
imum standard. (1) ONC–ACBs are not re-
quired to certify Complete EHRs and/or EHR 
Module(s) according to newer versions of 
standards identified as minimum standards 
in subpart B of this part, unless and until the 
incorporation by reference of a standard is 
updated in the FEDERAL REGISTER with a 
newer version. 

(2) A certified Complete EHR or certified 
EHR Module may be upgraded to comply 
with newer versions of standards identified 
as minimum standards in subpart B of this 
part without adversely affecting its certifi-
cation status, unless the Secretary prohibits 
the use of a newer version for certification. 

§ 170.557 Authorized certification 
methods. 

An ONC–ACB must provide remote 
certification for both development and 
deployment sites. 

§ 170.560 Good standing as an ONC– 
ACB. 

An ONC–ACB must maintain good 
standing by: 

(a) Adhering to the Principles of 
Proper Conduct for ONC–ACBs; 

(b) Refraining from engaging in other 
types of inappropriate behavior, includ-
ing an ONC–ACB misrepresenting the 
scope of its authorization, as well as an 
ONC–ACB certifying Complete EHRs 
and/or EHR Module(s) for which it does 
not have authorization; and 

(c) Following all other applicable 
Federal and State laws. 

§ 170.565 Revocation of ONC–ACB sta-
tus. 

(a) Type-1 violations. The National Co-
ordinator may revoke an ONC–ACB’s 
status for committing a Type-1 viola-
tion. Type-1 violations include viola-
tions of law or permanent certification 
program policies that threaten or sig-
nificantly undermine the integrity of 
the permanent certification program. 
These violations include, but are not 
limited to: False, fraudulent, or abu-
sive activities that affect the perma-
nent certification program, a program 
administered by HHS or any program 
administered by the Federal govern-
ment. 

(b) Type-2 violations. The National Co-
ordinator may revoke an ONC–ACB’s 
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